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Managing change in a dominant infrastructure for digital identification

Digital identity management (IdM) is a crucial aspect in any software system that
needs to identify, authenticate and authorize the access of its users. It is an important
step towards the digitalization of societies and the success and wide adoption of an
IdM system is dependent on many factors: the solutions should be technically sound,
scalable, economically viable, user-friendly and also recognize broad cross-domain
integration aspects. Thus, the challenge of building and managing a large-scale |[dM
system is an integration problem that ranges from infrastructural, system-level inte-
grations, to higher-level strategic, business, liability and trust aspects.

The goal of this thesis is to identify the factors that affect the changes in dominant
digital infrastructures and the problem is observed through the case of an IdM infra-
structure in Finland. The Finnish BankID (TUPAS) ecosystem has a 30-year long
history of a proprietary system as the de facto strong electronic identification method
both in e-government and private sector services. The transformation of the Finnish
IdM ecosystem in compliance with local (Finnish Trust Network) and EU (elDAS)
regulatory changes provides a unique case of the digital infrastructure’s wide adop-
tion followed by its sustained nationwide dominance and a forced transformation. The
results help to explain the dependence on external dominant infrastructures and to
derive theory-advised instructions for the governance of IdM infrastructures from both
technology and organizational perspectives.
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