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for increasing the security of mobile payment applications. The aim is to protect an
application from an adversary in the form of malware who might gain access to the
implementation code of the application and might be in control of its execution envi-
ronment. Here, white-box cryptography should stop the adversary from misusing the
application or extracting sensitive information from it. Although widely deployed for
commercial purposes, white-box cryptography has received less attention from the
scientific community.

The goal of this dissertation is to provide clarity and motivation towards the founda-
tional studies of white-box cryptography, its security goals, its feasibility and the vul-
nerability of real-life implementations to popular attack strategies. The work pre-
sents formal definitions capturing central security properties for white-box programs
when used for protecting mobile payment applications. One example is the property
of hardware-binding, which states that a white-box program should only be func-
tional when used in combination with a specific hardware device. The work pro-
poses to focus on this property and also explains how hardware-binding can be
achieved, providing theoretical feasibility results.

This dissertation also studies the success of popular attack methodologies on real-
life white-box implementations, such as the differential computation analysis, ana-
lyzing the reasons why this attack is able to break a large class of implementations.
The analyses let conclude that popular design frameworks for white-box cryptog-
raphy do not provide the desired security, and also give insights on how the security
of such implementations can be increased.
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