Aalto Sign - Instructions for signing, invitation code
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Logging into the service

Request to sign documents (Contract) D pestiaaticke »

Aalto Sign <no-reply@sarake fi>

@
@ i

A”

Aalto University

Hello Tiina,

Titta Tuovinen (| D =5 sent vou documents for signing
Request title: Contract

Message from sender (Titta Tuovinen):

Here's a contract for signing.

Open signing request

Instructions: How to use electronic signatures?

Kind regards.
Aalto University

The signing requests come from the email address Aalto Sign <no-reply@sarake.fi>.

To log into the system, click the Open signing request button or follow the instructions given at the
end of the email notification under How to use electronic signatures.

Logging in with an invitation code
Signers who are not members of the Aalto University community log in with an invitation code.

Open signing request

Instructions: How to use electronic signatures?

Kind regards,
Aalto University

How do | sign the documents?
Use the button above to open the documents. Ifthe button does not work, you may try the following:

1. Browse to Aalto Sign (hitps:/sign.aalto fif)
2. Copythe code below and paste it to the user identifier field:

BYB41C1E-C736-414D-886C-4E16A96C5984

3. Click Login button
4. Openthe signing request and download documents



Click the Open signing request button in the email sent to you, and the invitation code should
appear automatically in the login field.

If it does not, you can copy it from the email to the field requesting your username or invitation
code. If you copy the code, make sure that you do not copy any extra spaces or characters.

English ~

A!!

Aalto University

Welcome to Aalto Sign

Please, enter your user name or invitation
code

‘ B7B41C1E-CT35-4140-886C-4E16A36C5984| ‘

Aalto Login

o
E=]

You can change the language of the service in the top right corner of the login page.

Click Next.



7 i
Sarake Sign
Je—

Please, authenticate with one of the methods
below

0 sws

Alternative methods with Reko mobile app.

ﬁ' Mobile PIN code

’ Mobile one-time passcode

4 Go back

Click the SMS button. The service will send you a PIN code as an SMS. You must use this one-time
PIN code in addition to your invitation code to verify your identity.

@ Aalto Sign is requesting you to authenticate

Authenticate with an SMS code

Enter the code that was sent to you via SMS in the field below

Cancel

Enter the PIN code into the number fields. If the code is correct, you will be automatically directed
forward.



A”

Check your information and fill in the missing details

First name* Last name*

Tiina v Testaaja 4
Email address® Phone number
G 4 - o QI
Title Organization

4 Go back

After this, check that your information is correct. You can edit your title and the organization name.
You can also edit your first and last name if the signing request does not yet have other signatures. If
the email address or phone number is incorrect, please contact the sender of the signing request by
email.

When the information is correct, click Next. You will be automatically directed to the Aalto Sign
service and the signing request there.



Signing
Contract ( Delegate )( Reject ( Sign '

Status: Pending Deadline: No deadline

= = This request contains multiple documents Review documents
Sopimus_testipohja a 100% @ <A D b 9 5

A~ Message -~
Here's a document for signing.

AI Aalto University Contract 812003 1
L]

Participants -~
Reviewers
Contract
Signers
o, Tina Testaaja 2 . .
Lorem ipsum goior st amet, consectetuer sdipiseing elt. Massenas portiar congue massa. 2" Gl # Weitng [or signabive}  “Seen 2025037
Fusce posuere, magna sed pubinar Ulriciss, purus lechus makesuada libero, s amel commoda —c——
magna eros quis uma. Nune viverra imperdist enim 9 Titta Tuovinen # Watting for signature Seen 2023-02-17
v 2
Fusce est \ivamus a tellus. Pellentesque habitant morbi tristique senectus et neius et
sl A0 FAMES S0 WIS S0esias Proin [RSFErE ROy pade
Mauris et orcl. Aenean nec lorem. In porttitor. Donec Isorest nonummy augue Sender e
Suspandisse dul purus, scelsrisque at, vulputats vits, pretum mattis, nunc. Maurs eget nequa
&t sem vensnats eleffend. Ut nonummy. Fusce aliqust pede non pecs Titta Tuovinen
=] Sent 2023-03-17
Suspendisse dapibus korem pellentesque magna. integer nulla. Donee blandit feugist kuia
Donec hendrerit felis et imperdiet euismod, purus ipsum prefium metus, in lacinia nulla nisl cget
sapien
Other participants ~

Read-enly recipients

This contrant has been signed electronsally
Regquest manager

Documents (2) ~

Documents + Download all

Sopimus_testipo
nja

&

Attachments

Testi1

— Pt s
P2 g 100
P e AALTE

¢ ) B

Comments (0) ko3

After you have logged in, you will see the details of the signing request, as well as the documents
included in it, and you can review and download them.

Before signing or rejecting a request, you can leave a comment in the Comments field. The
comments are visible to all those involved in the signing process.

You can sign the request by clicking Sign at the top of the page. Use the identification method
requested, if necessary.

g Identification required X

Creator of this signing request requires recipients to identify with one of the methods below.

Please, select a method to identify yourself.

(2]  mobile ID or bank identifiers (NETS) 0 sws



After this, select the legal entity on behalf of which you will sign the document. The active selection
is shown with a bold outline.

You can either use your default information or edit it under Edit information. Editing the information
affects only this specific signing event. The organization and title information will appear in the
signed document either on a separate signature page or within the document itself, depending on
how the signing request was prepared. The editable fields can also be left blank, in which case the
organization and title information will not be included in the signed document’s signature details.

Legal entit
e — Please select legal entity on behalf of which you want to sign the documents

Use your default information

e Aalto University / Aalto-yliopisto / Aalto-universitetet
Arkistonhoitaja

Edit information

Organization

Aalto University / Aalto-yliopisto / Aalto-universitetet

Title

Next sign the request. Depending on the way the signing request has been prepared, you see
1. only a Sign button

NOTE X

Click Sign button to sign the documents
Electronic signature is as binding as your hand-written signature.

o (D >




2. or have a few signature styles to choose from. In the latter case, select the desired style
from the given options and click Next. Then click Sign.

Signing request

Signature style

Signature style Signature preview

2

No selected signature

Please, select style below

A Use text signature

& Draw signature

If you select Cancel, you will go back to the previous view, where you get to select the style

of the signature.

@ -

If you do not wish to sign the document, you can click Reject at the top of the page.

A notification of both signing and rejection is sent to the sender of the signing request. The reason
for rejection is also shown to the sender and request managers in the Signers section of the signing

request, under the signer's name.



Downloading signed documents

Documents signed and ready for download (Contract) T Festiastitke =
® Aalto Sign <no-reply@sarake fi>
@ i

X englantiv > suomi~ Kaanni viesti

A”

Aalto University

Hello Tiina,

The documents you have signed are now ready. You can download the signed documents from the link below.

Request title: Contract

<=

Kind regards,
Aalto University

When all signers have signed the documents, you will be notified of it by email.

You can retrieve the signed documents from the service.
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Status: Completed  Deadline: No deadline

* Logout
. ; . 5 & This request contains multiple documents Review documents
Sopimus_testipohja a 100% @, L [ G
~ Message ~
Here's a contract for signing.
A' Aalto University Contract s1023 10
u S
Participants fo
Reviewers
Contract )
Signers
0, Jina Testaaja o 2097.01-90
Loremn ipsum dolor sit amet. cansectetuer adipiscing elit. Maecenas porttitor congue [= Hes 2023-01-30
massa. Fusce posuere, magna sed pulvinar ultricies, purus lectus malesuada libero E—
it = o et eni Titta Tuovinen . I 0
sit omet commods magna eros quis uma. Nunc viverro imperdict enim 9 / Signed 2023.01-30
Fusce est. Vivamus a tellus. Pellentesque habitant morbi tristique senectus et netus
et malesuada fames ac turpis egestas. Proin pharetra nonummy pede.
Mauris et orci. Aenean nec lorem. In porttitor. Danec lacreet nonummy augue Sender ~
Suspendisse dui purus, scelerisque at, vulputate vitse, pretium mattis, nunc. Mauris
eget neque at sem venenatis eleifend. Ut nonummy. Fusce aliquet pede non pede. Titta Tuovi
get nequ ; quet o o 9 itta Tuovinen Sent 2022-01-20
Suspendisse dopibus lorem pellentesque magno. Integer nulla. Donee blandit feugiat
igula. Donec hendrerit, felis et imperdiet euismad, purus ipsum pretium metus, in
Iacinia nulla nisl eget sapien
Other participants fa

Read-only recipients

This contract has baen signed electronically ” i
equest manager

Documents (2)
Documents

(Sopimus_testips

hjs

~f@e

Attachments

Testi1

st Lrieresy

<t

e ? ’ PR e sctie
< > @

Comments (0) e

Click Download all on the Documents section to download the documents and make a compressed
file (.zip) out of them. You can also choose to download a single document as a PDF by selecting the
document and clicking the download icon on the top right corner of the preview section.

To log out click your name on the top right corner of the page and select Log out.

Please note that the signed documents are stored in the service only for 90 days.
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Authentication with Sarake Reko mobile application

Activation of the application

PPy B Download Sarake Reko app to your phone from the app store.
Reko app can be found under the name Sarake Reko. Request the

Sarake Reko application registration code from the sender of the signing
request.
AVAA
Reko allows you to
authenticate easily to
Sarake services
12.50 X . . . .
e Open the application and enter the registration code you’ve

received to the requested field.
Sarake Reko

Please enter your device
registration code to the field below.




12.51
< App Store

Sarake Reko

Please select a PIN code for your
new account.

You may not change this code afterwards,

12.51

4 App Store

Sarake Reko.

Thank you, Tiina Testaaja!

Registration is ready and this device
is successfully added to your
account.

Continue

Select a four-digit PIN code.

Registration is ready and you can start using the application.

12
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Authentication with Reko App

H )
Sarake Sign

A aray

Please, authenticate with one of the methods
below

0 sms

Alternative methods with Reko mobile app.

‘@' Mobile PIN code

P Mobile one-time passcode

4 Go back

With Reko app, you can authenticate either with Mobile PIN code or Mobile one-time passcode

when you are logging in to Aalto Sign or when signing a document.

Hello!

Open Reko App on your mobile phone.

Make sure that your device is connected to the internet

Cancel

If you choose Mobile PIN code, the service guides you to open Reko App on your mobile phone



@ Aalto Sign is requesting you to authenticate

&

Authenticate with a PIN code

Enter your personal PIN code in Reko App

Cancel

Then the service guides you to authenticate with your personal PIN code in Reko App.

12.53
< App Store

il 4G =

Sarake Reko Cancel

Aalto Sign is requesting you to
authenticate

Please enter your PIN

Open Reko App and enter the four-digit PIN code you selected during registration.

Go back to Aalto Sign. After successful authentication, you will be automatically directed forward.

14
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Hello!

Open Reko App on your mobile phone.

Make sure that your device is connected to the internet.

Cancel

If you choose Mobile one-time passcode, the service guides you to open Reko App on your mobile

phone.

Sarake Reko.

Aalto Sign is requesting you to
authenticate

Use the following code to identify
yourself:

Reko App has generated a one-time passcode for you. Go back to Aalto Sign.



@ Aalto Sign is requesting you to authenticate

Authenticate with a one-time passcode

Get the code from Reko App and enter it in the field below

Cancel

Enter the one-time passcode generated by Reko App to the requested field. After successful
authentication, you will be automatically directed forward.

16
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Possible problems

Problems authenticating with international mobile numbers

If you have problems authenticating with SMS PIN code in Aalto Sign, contact the sender of the
signing request. Before that, try to authenticate a few times. There could be some temporary issues
with services.

You can also use Sarake Reko application to sign. In this case, download Sarake Reko application to
your phone. The app can be used to authenticate with either a PIN code or a one-time passcode.

The use of Reko App is instructed in the section Instructions for electronic signing Authentication
with Sarake Reko mobile application.

Adobe Acrobat / Acrobat Reader certificate error notification

If the signature panel in Adobe Acrobat or Acrobat Reader shows an error notification related to the
digital signature, e.g. "The validity of the document certification is UNKNOWN. The author could not
be verified.", the reason could be that the Adobe Approved Trust List (AATL) is not up to date.

Preferences X
Categories: Trust Manager
Color Management ~ PDF File Attachments
Content Editing s - -
| Allow opening of non-PDF file attachments with external applications
Convert From PDF
Convert To PDF . . :
Restore the default list of allowed and disallowed file attachment types: Restore
Email Accounts
Forms
Identity Internet Access from PDF Files outside the web browser
Internet
S 3 Unless explicitly permitted, PDF files cannot send information to the Internet.
JavaScript
Language Change Settings...

Measuring (2D)
Measuring (30)
Measuring (Geo)

Multimedia & 3D -
.| Load trusted certificates from an Adobe AATL server
Multimedia (legacy)

z:;l:i:ged\a Trust (legacy, l:‘ Ask Before updating Update Now
Reviewing
Search Automatic European Union Trusted Lists (EUTL) updates
Security

Security (Enhanced)
Signatures

Spelling l:‘Ask before updating Update Now
Tracker

Units & Guides R
Updater

Automatic Adobe Approved Trust List (AATL) updates

Load trusted certificates from an Adobe EUTL server

< >




You can update the Trust List in Acrobat or Acrobat Reader by going to Edit > Preferences. Select
Trust Manager from the Categories menu. Under Automatic Adobe Approved Trust List (AATL)

updates, click Update Now. You will receive a notification that the update is complete. You may
need to restart Adobe for the update to take effect.

18



