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Aalto University
[Research study name] Privacy Notice
This privacy notice describes how your personal data will be used in the research study as a participating individual. You have also been provided with document called “Participant Information Sheet”, which explains in more detail how the study is carried out.  
 
Ite is applicable for research, where Aalto University (“Aalto”) is the controller of personal data, and the research is conducted by researchers who are employed by Aalto. In case the researcher is an academic visitor at Aalto University (no employment relationship with Aalto) the question on controller of personal data requires case-by-case evaluation. Regarding master’s students, such as students conducting master’s thesis or pro gradu, who are collecting and processing personal data independently for their thesis and have no employment relationship with Aalto, such individual students are personal data controllers themselves, and this template is not applicable as a template for such students without alterations. 

Privacy notice that has been conducted and filled in a careful manner gives all relevant information and engenders trust to the research participant. The information given to the participant in the privacy notice also limits and determines how you may use the research data in the future and, for example, who you may transfer the research data containing personal data to, so please pay careful attention. Please fill in the form carefully by following the given instructions. After you have completed the document, remove the instruction sections marked with grey and remove all empty tick-boxes. Do not remove any head sections (numbers 1-10) or edit the formatting of the document, as they have been conducted to comply with applicable accessibility requirements. This privacy notice must be provided to the research participant prior collecting the personal data. After this, the privacy notice must be held available, for example at research project the website of the or to be provided on request. The researchers’ of the research project are responsible of the content. If necessary, familiarize yourself with the following Aalto University guidance:  

Duty to provide information: Duty to provide information | Aalto University
Processing of personal data: How to handle personal data in research? | Aalto University]
1. What is being studied in this research study and the purpose of processing personal data

This research study examines [Please insert here a brief description of the study, recommended length maximum 3-5 sentences. The research participant is given more information about the study in the “Participant Information Sheet” -document. Please fill in a very brief summary on what does the research aim to find out and how is the research carried out.]
  instructions for using this privacy notice template: 
This Privacy Notice template
This research is funded by [Please insert the name of the research funder here, and if there is no external funding for the research, enter Aalto University to this section.]  
2. What personal data is processed in the research study

[Please insert the full list of types of personal data covered by the study to this section, describe this in as concrete manner as possible. Personal data is all information connected to a natural person, not just direct identifiers, such as name and contact information. In most cases, all the research data you collect from the research participant is personal data, such as interview responses, observations, notes about the participant’s activities, photos, and imaging measurements of the research participant. Review mentally the course of research step by step and list in this section, what personal data is collected and recorded and in what form. For example, you may illustrate the course of the research and personal data collection as following: first for practical matters, such as agreeing and scheduling on research occasion or setting (meaning data collection, such as measurements, interview or workshop etc.) you collect research participant’s name and contact details, next until you start collecting the research data, you ask the research participant to sign consent form for participation, where you collect the name and finally, the research data collected in the research occasion. Examples of personal data are:
· Information which the research participant provides through a questionnaire
· Audio and video recordings, and possible the transcribed version, i.e. the audio recording converted into text form. 
· Findings or notes made by the researcher about the research participant
· Interview responses
· Imaging collected by brain-imaging or other techniques
· Measurement data e.g., heart rate, brain imaging data
· Consent forms (includes at least name of the participant)
· Location data of the participant (e.g., from app used by the participant)
· Direct identifiers such as name and contact information.
Special categories of personal data (sensitive personal data)

[Choose option 1 or option 2. In case there is no personal data belonging to special categories processed, choose first option “Data belonging to special categories will not be processed”. In this case, you may delete the other option and list of special categories. In case special categories of personal data is processed in the research study, please choose the right categories below.]

[bookmark: _Hlk104279155]☐ [Option 1] Data belonging to special categories of personal data or other specially protected personal data will not be processed in the research study.

☐ [Option 2] In addition, the following special categories of personal data are processed:
 
☐ Racial or ethnic origin
☐ Political opinions
☐ Religious or philosophical beliefs
☐ Trade union membership
☐ Genetic data
☐ Biometric data for identifying a person
☐ Data concerning health
☐ Data concerning sexual orientation or person´s sex life
☐ Criminal convictions or offences
 
☐ The processing of the social security number is necessary for the identification of a person or for combining research data.
 
Personal data is collected from the following sources:
 
From the participant: [e.g., interviews, questionnaires]
 
From a data register: [e.g., The Finnish Population Information System]
 
Other: [e.g., research data from a previous study or, observing, measuring or anything the participant does not directly give or tell] 
 
The research methods are described to you more in detail in the “Participant Information Sheet” -document.
3. Processing of necessary personal data and removal of the direct identifiers from the data

The research study only processes personal data that is necessary for the purpose and execution of the study. The research data is processed during analysation phase of the research in a manner, that you are not directly identifiable to the researchers. Your direct identifiers, such as your name has been replaced, for example, with a random identifier. [Please amend this text if it does not describe your processing correctly, for example, in case you are analysing the research data in directly identifiable form, such as video footage, where the face of the research participant is visible and recognisable, or unedited audio from the research participant. In that case, please include an explanation, why the research data is analysed in directly identifiable form, i.e. non-pseudonymised form, for example because it is essential for conducting the research, as pseudonymisation would prevent the analysation of the data for the research purposes.]

In addition to the previous general note, please include here a specific description how and when in this specific research, the research data is pseudonymised in addition to the procedure where the name and other identifiers is replaced with direct identifiers. Describe how you minimise the collected data, meaning delete the data which is not necessary for conducting the research. Please find some examples below, please choose the ones applicable for your research:

· The audio data from the interview is transcribed in written form and other information which could enable identification of the research participant is deleted, the original voice recording is deleted immediately once the transcription is completed.
· In case the research participant reveals directly identifiable information during the interview, based on which the identity of the research participant may be deduced, such as place of work and position, such information is deleted in the transcription phase. 
· In case the research participant reveals sensitive personal data and processing of such personal data is not necessary for conducting the research and not a point of interest, such data is deleted in the transcription phase. 
· Regarding potential photos, face and other direct identifiers are removed or blurred, in case such information is not relevant for the research. 
· Rough classification of survey data is used, for example an age range is used instead of the exact age, to make identification more difficult.]

Identity of the individual research participant will not be disclosed in a scientific publication or other research results to be published. [Please edit this text, in case you are, for example conducting interview study, where the purpose is to publish the name or identity of the research participant will be revealed. In such case, remember to ask explicit written consent.]
4. Legal basis for the processing of personal data

☐ The legal basis is scientific research, a task in the public interest  
☐ The processing of personal data is based on the data subject's consent or explicit consent
 
[The legal basis for the processing of personal data may be 1) scientific research, or 2) consent if the data can be deleted upon request from the participant without harm for the research study. When the legal basis for processing is consent, the participants have the right to withdraw their consent, in which case there is no legal basis for processing the personal data, and the data collected from such individual must be deleted. 
 
Participation in a research study must be voluntary, and consent to participate is required by research ethics principles when individuals are used as research participants. Consent to participate to research study as an ethical requirement, is different from consent as legal basis for processing personal data. Although the research participant gives consent to participate in the study, this does not mean that consent is the legal basis for the processing of personal data. In research carried out by a university, the legal basis for processing personal data is usually in most cases scientific research, consent may be used as an additional and preferred option in some cases, for example when personal data is transferred to be used for a commercial purpose.]
5. Sharing personal data

Research data containing your personal data is shared with the following parties:

[Analyse and reflect  (GDPR).  Please note that also data where direct identifiers have been removed is regarded as personal data under the applicable legislation, and any sharing of such data must also be described here.]

[Option 1: If research data is not being shared now or in the future outside Aalto, you may fill in here:  Personal data processed in the study will not be shared with third parties.

[Option 2: In the case the parties act as joint controllers, name the joint controllers describe the responsibilities and under section 10.]

[Option 3: If research data consisting of personal data is shared with third parties, please see the options and instructions below in the following sections.]

Independent controllers: [Please enter here a list of other universities, research institutes, companies and other potential third parties to whom research data may be shared, and who act as independent personal data controllers.]

[Please include this, if there is a possibility that as part of the peer review process, there might be a requirement to disclose research data containing personal data to the reviewers, meaning other that fully anonymous data.] Research data which consists of your personal data, may be transferred to a third party, such as scientific publication, for peer-review process or for other purpose, which is mandatory for scientific publishing or validation of the research results. 

[Please note: If it is anticipated that the research data will be used in identifiable or in pseudonymised form in further research or other research projects, and you may need to share the research data with other parties in the further research. This clause enables the use of the data is further research and sharing the personal data for collaborators of the further research.] Research data containing personal data is retained for research data to be used for further scientific research in the same scientific discipline or in other disciplines that support this research study. Research data may also be transferred to other universities or research organisations as part of further research projects. 

Processors: [This means third parties and contractual partners processing data on behalf of the research project and by instructions given by Aalto, for example transcription service provider and data analysis service.]

If outsiders e.g., third parties are involved, you can leave the following text if it is applicable.] Research data will be provided to partners in pseudonymous form in which the data subject's direct identifiers, such as the name, have been removed or replaced with a random identifier. 
6. International data transfers

[Choose option 1, 2 or 3 depending on whether the research data related to a natural person is transferred outside EU / EAA area.] 

[Option 1] Research data containing personal data will be transferred to non-EU / EEA countries or international organizations.

[If you choose this option 1, proceed as following: 
1) Check  , and if the country is on the list, add the following sentence]: A transfer of personal data to  [Fill in country]  may take place on the basis of an adequacy decision by the EU Commission.
2) Otherwise, contact your school's lawyer if personal data is transferred outside the EU / EEA to ensure that the transfer complies with the requirements of the General Data Protection Regulation, for example through model contract clauses and data risk mapping.]
 
[Option 2]: Research data containing personal data will not be transferred outside the European Union/ European Economic Area or to international organizations.

[Option 3, if there is a possibility that as part of the peer review process, it is possible that the research data containing personal data is required to be transferred outside EU/EAA area, please include this text.] During the execution and analysation phase of research, research data containing personal data will not be transferred to non-EU / EEA countries or international organizations. However, as part of the scientific publishing process, it might be necessary to transfer the data outside EU/EAA for publishers or peer reviewers for verification of research results, as such parties may be located outside EU/EAA area. However, it is exceptional that scientific publication process would require transferring data regarded as personal data.
7. Storage and protection of personal data

Protection of manual material: [Describe here where and how material in paper or in other physical form is stored, for example, you may describe here that consent forms are stored in a locked and monitored space at PI’s office in locked cabinet.]
 
Information processed in IT systems: Your personal data is processed and preserved in secure IT systems, which are approved by Aalto University and suitable for personal data. Access to all computers and IT systems are protected by username and strong personal password. Access to IT systems containing personal data is technically restricted in a manner, that only researchers participating in the study and persons necessary for the implementation of the study have access to your personal data.
  
The research data is archived: [This means data repositories, such as Zeondo. In case you are achieving the data to a data repository, please record it in this section. Research data containing personal data may be achieved for example to Zeondo with restricted access in a manner, that it is accessible to only parties listed in this privacy notice. In addition fully anonymous data, such as statistical data may be published as an open data, more information: Practical steps to publish the research data – Aalto.fi.  The following section 8 gives information on when the researchers are deleting the data from Aalto University’s systems and that is not described in this section. Please pay attention to difference between archiving and deleting the data.  In case the data is not archived to any data repositories, you may delete this section.]  
8. Retention and deletion of personal data
 
Deletion during and after the study
 
[Option 1: Describe here when research data containing personal data will be destroyed. Please note that if different data types have varying deletion times, they should be broken down separately, you may find some sample entries below. Furthermore, remember that personal data (especially directly identifiable) should always be deleted after it is no longer needed:
 
Consent forms with name and contact information will be deleted [when]
 
Audio recordings of interviews are deleted when the audio recordings are transcribed in text format.
 
Research data containing personal data will be deleted [when]
 
Code key data, i.e., information that can be used to link data to an identified person, will be deleted [when]
[bookmark: _Hlk94523754]
[bookmark: _Hlk108790339][Option 2: In case you wish to preserve the research data consisting of personal data for potential further research, and it is not possible to determine the exact deletion time, instead of the previous example, you may use deletion time which is linked to last publication produced from the data. In other words, if there have not been any scientific publications produced from the data in for example five (5) years, the data is deleted. According to GDPR, there is an obligation to inform the research participant of the period for which the personal data will be stored, or if that is not possible, the criteria used to determine that period. Therefore, there must be some factor/time which is used to determine the deletion time, personal data cannot be preserved “forever” or “as long as necessary”.] Research data containing personal data is retained for research data to be used for further scientific research in the same scientific discipline or in other disciplines that support this research study. Research data containing personal data is deleted after five (5) years since the last publication where this research data has been used and exploited.
9. Rights of the research participant
 
According to the General Data Protection Regulation (GDPR), a data subject has the right to:

· receive information on the processing of their personal data
· right to access the personal data collected and processed 
· right to rectification of inaccurate personal data
· request that the processing of personal data be restricted
· object the processing of personal data
· right to erasure of personal data if the conditions of Article 17(1) of the Data Protection Regulation are met and processing is no longer necessary for archiving purposes in the public interest or for scientific research or statistical purposes in accordance with Article 89(1)
 
If the research purpose does not require, or no longer requires the identification of the data subject, the controller shall not be obliged to obtain further information so that the data or the data subject may be identified only for purposes to able the data subject to exercise his/her rights. If the controller is unable to link the data to a particular data subject, the data subject does not have the right to access or correct the personal data, object the processing, or delete the personal data. However, if the data subject provides additional information that allows their identification from the research data, the rights will not be restricted. 
10. Contact details of the controller
 
[Option 1] The controller of this research study is Aalto University Foundation sr., operating as Aalto University.
 
[Option 2: If the project has one joint research plan developed by several research organizations, the parties may act as joint controllers of personal data. Please agree the role as joint controllers between the parties and inform the data subjects as follows:] This research will be carried out by [X] and [X] [e.g., Aalto University, HUS, University of Helsinki, etc.]. The Parties shall jointly determine the purposes and means of the processing of personal data in the research study and thus, shall act as joint controllers of personal data. Division of responsibilities of the joint controllers and contact details of the controller responsible for information as follows: 
 
Person in charge of the research study
 
Questions regarding the conduct of the research study may be addressed to the person in charge of the study: [Name, telephone number and e-mail]. 
 
Data Protection Officer

If the research participant has questions or requests related to data protection or the processing of personal data, the research participant should contact the Data Protection Officer of Aalto University: tel. +358 9 47001 (exchange), dpo@aalto.fi .
 
In this data request service, you can request the exercise of your rights under GDPR from Aalto University as the controller https://datarequest.aalto.fi/en-US/. 
 
If a participant of the research study feels that his or her personal data has been processed in violation of data protection legislation, the participant has the right to lodge a complaint with the supervisory authority, the Data Protection Ombudsman’s office (read more: http://www.tietosuoja.fi ).
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