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Data protection impact assessment (DPIA) 
WHAT IS A DATA PROTECTION IMPACT ASSESSMENT (DPIA)?
The purpose of a data protection impact assessment (DPIA) is to help identify, assess and manage risks related to personal data processing before the processing begins. The DPIA is based on the information available at the time it is carried out, and it will be updated if necessary. The DPIA may be carried out in phases. The DPIA and the related documentation are required by data protection legislation. Several scientific publications nowadays require that a DPIA be carried out in a timely manner. A DPIA may also be carried out in situations where it is not expressly required by the General Data Protection Regulation (GDPR). 
DPIA AND OTHER RESEARCH AND DATA PROTECTION DOCUMENTATION 
Other documents required by data protection legislation: 
· A privacy notice for research subjects 
· Other documentation of data processing activities 
For links to document templates and instructions, see How to handle personal data in research? | Aalto University. You may utilise the DPIA you have carried out when you draw up other research documentation such as a privacy notice and a data management plan. Ensure that there are no discrepancies between these documents. 
Note: you have to do the following things before you carry out a DPIA:
|_| Fill in the privacy notice template
[bookmark: Valinta6]|_| Fill in the ‘record of processing activities’ template 
|_| Assess the secrecy and security classification referred to in the Act on the Openness of Government Activities (621/1999). The outcome of the assessment:
|_| The data are in the public domain.
|_| The Act on the Openness of Government Activities (621/1999) or other special acts do not apply to the data
|_| The data are secret. Legal grounds:     
|_| The data are classified. Legal grounds and security classification:     
Note: if you are going to apply for an ethical review of research, some of the questions you will have to answer are identical or similar to these ones. Ensure that your answers are consistent. How and when should you apply for ethical review of research | Aalto University  
OTHER INSTRUCTIONS ON THE DPIA
· Data protection impact assessment (DPIA) | Aalto University  
· Ethical review of research and DPIA | Aalto University
· The authorities’ instructions: Impact assessment | Office of the Data Protection Ombudsman
BASIC INFORMATION ABOUT THE PROJECT
	Research project title: 

	


	The person responsible for drawing up and updating the DPIA of the research project (the principal investigator of the research project, thesis supervisor):

	Name:       
Telephone number:       
Email address:       
If the research project involves several universities/parties acting as joint controllers, all of them have to participate in carrying out the DPIA as controllers.


	The parties who participated in the drawing up of this DPIA (e.g. representatives of the controller/research project, representatives of processors of personal data, the data protection officer, IT/information security experts, persons familiar with the practical processing of personal data, any other external experts):

	




1. Identify the need for a data protection impact assessment
	See the section ‘Criteria to determine whether a DPIA is required’ on the following webpage: Data protection impact assessment (DPIA) | Aalto University
Fill in the reason(s) why a DPIA is needed. (Examples: A new technology will be used in the processing of personal data. / Location data will be processed for the purposes of this research project. / Special categories of personal data will be extensively processed for the purposes of this research project.)

	






2. Describe how personal data will be processed 
	List the categories of personal data you will collect. Note that the concept of ‘personal data’ is broad, and you should describe the personal data subject to this DPIA in a comprehensive and concrete manner. Tick the appropriate boxes below and add any descriptions that may be needed. Alternatively, you may delete the list and write a free-form description of the personal data you plan to process. (Ethical review application form, question 12)

	The personal data to be processed will contain the following categories of personal data: 
☐ Research subjects’ identifying data and contact information, such as:

☐ Name
☐ Personal identity code
☐ Age/date of birth
☐ Sex or gender
☐ Home address or location 
☐ Occupation/company address 
☐ Email address
☐ Telephone number 
☐ Title/role 
☐ Others, please specify:

☐ Data that can be linked to the research subjects, such as (note that pseudonymised data are still personal data):
☐ The research subject’s responses to a research survey
☐ The research subject’s answers to open-ended research questions
☐ Recordings of interviews with the research subject
☐ Videos of the research subject
☐ Observations or materials on the research subject and their actions
☐ Technical data, such as log data or online identifiers

Describe or explain the personal data mentioned above:

☐ Other personal data to be processed for the purposes of this research project (please specify):


	Does the research data include special categories of personal data, or data on criminal convictions or  offences, or personal identity codes, whose protection is particularly important? (Ethical review application form, question 12)

	☐ Special categories of personal data or other data in need of particular protection will not be processed for the purposes of this research project 

☐ Racial or ethnic origin
☐ Political opinions
☐ Religious or philosophical beliefs
☐ Trade union membership
☐ Genetic data
☐ Biometric data for the purpose of uniquely identifying a natural person
☐ Data concerning health
☐ Data concerning a natural person’s sex life or sexual orientation 
☐ Data relating to criminal convictions and offences 

☐ The processing of personal identity codes is necessary for the purposes of identification or combining research data


	Describe the processing of personal data in more detail:  
How will you collect, use, store and erase/archive the data? From which sources will data be collected (sources of data)? (Ethical review application form, question 7) Will data be disclosed to third parties or partners? Will analysis or transcription services be used for the purposes of the research project? What measures are taken to ensure the lawfulness of the personal data processing carried out by processors external to Aalto University (e.g. an agreement on personal data processing)?  You can also include a data flow diagram to illustrate the flow of information.  According to your assessment, what stages of processing are the most likely to involve risks? 

	


	Describe the scope of the processing of personal data: What amount of personal data will be collected and used (e.g. the number of research questions or measurements)? How often? How many individuals will be affected by the processing? (Ethical review application form, question 6) 

	


	Describe the relationships relevant to the processing of personal data: What is your relationship to the research subjects? To what extent can the research subjects influence the processing of personal data? Is this a case where the research subjects have not been informed of the processing of their personal data for these purposes when their personal data were collected? 

Will you process the personal data of children or other persons in a vulnerable or fragile position (e.g. the elderly, children, students, employees, patients)? (Ethical review application form, question 5) Does the planned processing involve any particular concerns or information security vulnerabilities?  What kinds of new technologies will be used in the processing of personal data? Will the processing involve any concerns that have been publicly debated and deserve special attention? What discipline-specific codes or ethical standards will be followed in the processing? Compliance with the guidelines of the Finnish National Board on Research Integrity (TENK) (https://tenk.fi/en/advice-and-materials) is required.  

	




3. Assess the necessity and proportionality of the processing of personal data  
	Purposes of the processing of personal data (Ethical review application form, question 29)
Fill in one or several specified, explicit and legitimate purposes of the processing of personal data. What are the aims pursued by the processing of personal data in this research project? Justify the need for processing personal data for research purposes. Does the processing of personal data have an impact on the research subjects? How does your research benefit society at large or a specific group? 

	


	Legal grounds for the processing of personal data (Ethical review application form, question 30)
Fill in one or several legal bases for each purpose of processing personal data. 

The legal bases are listed in Article 6 of the General Data Protection Regulation of the EU (GDPR) and in section 4 of the Finnish Data Protection Act (1050/2018). The legal bases for the processing of special categories of personal data are listed in Article 9 of the GDPR and in section 6 of the Data Protection Act (1050/2018).
GDPR: https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32019L1937&from=EN
Data Protection Act (1050/2018): https://www.finlex.fi/en/laki/kaannokset/2018/en20181050.pdf

	☐ Scientific research in the public interest
☐ Explicit consent given by the research subject for the processing of their personal data (Note: if you select this as the legal basis for processing, the research subject has the right to withdraw their consent at any time, and their personal data will have to be removed from the research data as of the moment they withdraw their consent) 
☐ Other legal basis for processing, please specify: 

If you use consent as the legal basis, is the consent a freely given, specific, informed and unambiguous indication of the data subject’s agreement to the processing of personal data relating to him or her? Is it as easy to withdraw as to give consent?


If you are going to process special categories of personal data, also fill in the legal bases for processing special categories of personal data. (Article 9(2) of the GDPR, section 6 of the Data Protection Act (1050/2018), see also: Processing of special categories of personal data | Office of the Data Protection Ombudsman)


If you are going to process personal identity codes, are the conditions for their processing met (section 29 of the Data Protection Act (1050/2018))?


If you are going to process data concerning criminal convictions and offences or related security measures, are the conditions for their processing met (Article 10 of the GDPR, section 7 of the Data Protection Act (1050/2018))? 



	Describe the proportionality of the processing of personal data, i.e. give reasons why the data to be collected and stored are necessary for carrying out this research project: (Ethical review application form, question 31)
Does the processing make it possible to reach the aims described above, such as research or communications? Could you reach the aims without processing personal data in the planned manner, for example by processing anonymous data or collecting fewer personal data? Is it possible to avoid open-ended survey questions or the storage of images (adherence to the principle of data minimisation)? Who has assessed whether and how it has been ensured that the data to be processed are adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed? What measures are taken to prevent data processing from extending beyond its planned scope? How have you ensured that no data are collected ‘just in case’? (Ethical review application form, question 35)

	


	Purpose limitation
How will you ensure that personal data will only be processed for the planned purpose of which the research subjects have been informed in advance? Is there a foreseeable need to use the data later for further research or product development; what impact does this have on the research subjects and have they been informed of this?

	


	Accuracy of data
Are the data static in nature or does the processing of personal data require that the data be updated? How will the data be kept up to date and accurate? Does this affect the data subjects?

	


	Defining the data storage period, erasure of data, and the responsibility for and monitoring of erasure (Ethical review application form, questions 37 and 38)
When exactly does the data storage period begin and when does it end? Will different data and categories of data have different storage periods? How will the erasure of personal data be carried out in practice: who will erase them, when and how? Is it possible to implement a solution that automatically erases the data at the end of the storage period, or will the data be erased manually? How will personal data be erased from backup copies and logs? How will adherence to storage periods and erasure processes be monitored? If personal data will be anonymised instead of being erased, how will you ensure that the anonymisation will be carried out in compliance with the GDPR?

	




4. Describe international disclosure of information if applicable
	[bookmark: Valinta19]|_| Personal data will be transferred outside the EU/EEA countries or to international organisations 
Take account of the partners involved in this research project and the data storage location and the systems and services used for the processing of data (e.g. servers outside the EU, or an US-based cloud service operating in the EU, or regular remote connections from outside the EU/EEA). An up-to-date list of countries that offer an adequate level of data protection as determined by the European Commission (Commission adequacy decisions) is available on this website: Adequacy decisions | European Commission (europa.eu) 

	Instructions: only fill in these fields if you ticked the box in the previous field.
List the partners to whom and the countries to which data will be transferred: 

Fill in the appropriate transfer mechanism (e.g. an adequacy decision by the Commission or standard contractual clauses):

[bookmark: Valinta17]|_| The level of data protection in the target country has been assessed (Transfer Impact Assessment)
[bookmark: Valinta18]|_| The level of data protection in the target country does not correspond to that in the EU


	Fill in any appropriate additional protective measures (e.g. pseudonymisation, strong encryption).




5. Describe the hearing of stakeholders and experts during the research project 
	Plan and describe how research subjects and their stakeholders will be taken into consideration: 
Describe how the views of the research subjects will be considered or give reasons for not considering them in this case. Are the research subjects represented by any organisations or other stakeholders such as student associations, national-level patients’ associations or other organisations or the Ombudsman for Children or similar parties whose opinions could be heard? If you have identified no organisations representing the research subjects, you can also mention it here. 

	


	Plan and describe how you will draw on experts in order to ensure the security of processing and preparedness for risks: Who at Aalto University should be aware of the processing of personal data? Have you applied for an ethical review of the research project? Describe the ways in which you have consulted, for example, the university data protection expert, Legal Services, the procurement experts of Financial Services, external data protection experts (e.g. audits of information systems), Communications Services or other specialists? Describe the way their views have been taken into account in the research project.

If the project involves parties from outside Aalto University (processors, service providers), in what ways have they participated in the planning of personal data processing and the assessment of risks? (Ethical review application form, question 35)

	




6. Describe the realisation of the data subjects’ rights during the research project
	The Aalto University privacy notice template includes instructions for data subjects on how they may exercise their rights, for example how to make requests to the university as data subjects (the Aalto University personal data portal). You may use this field to provide further information on how the data subjects’ rights are realised specifically in the context of this research project. 

	


	Right to transparent information
Aalto University’s instructions on informing data subjects: Duty to provide information | Aalto University. You may attach a privacy notice to this document (or include a link to it or to other information that will be given to the research subjects) in order to respond to the following questions: How will each person be informed of the processing of their personal data and of the research project? According to your assessment, how transparent is the processing of personal data for the data subjects? Can the data subjects expect and understand the way their personal data will be processed, the parties to whom the data will be disclosed, and the impacts of the processing? If the target group consists of persons in a vulnerable or fragile position (e.g. children, the elderly), how will you take this into account while processing their personal data? If the research subjects will not be informed, what are the grounds for this? Are the purposes of the processing sufficiently predictable for the data subjects, considering their legitimate expectations and the information they are given about the processing? (Ethical review application form, question 10)

	


	Right of the data subject to withdraw consent
Instructions: Only fill in this field if the legal basis for the processing is consent or if the research subjects have been asked for what is called ethical consent to participate in the study. If the data subjects have been asked for consent, describe the way they can withdraw their consent.

	


	Other rights of the data subject: If the processing of personal data will not take place according to Aalto University’s normal way of realising the data subjects’ rights, indicate this below. Data subjects have the following rights:
· (Right to be informed of the processing of their personal data, i.e. the obligation to inform (Articles 12–14 of the GDPR))
· Right of access to one’s data, including the right to obtain a copy of them (Article 15)
· Right to rectification (Article 16)
· Right to erasure and to be forgotten (Article 17)
· Right to restriction of processing (Article 18)
· Right to data portability (Article 20)
· Right to object to processing of personal data (Article 21)
· Right not to be subject to a decision based solely on automated processing (Article 22)

	




7. Identify and assess the impacts of and the risks and threats associated with the processing of personal data 
See these instructions: Lifespan of personal data processing, data protection principles and the protection of data in scientific research | Office of the Data Protection Ombudsman
In addition to the assessment of the proportionality of the processing of personal data, this is a key point of the DPIA. Risks and threats can rarely be fully eliminated but identifying and managing them is nonetheless important. 
It is important that you assess the risks linked to the entire lifespan of personal data processing: the collection, analysis, storage and pseudonymisation/anonymisation of personal data, and the publication of research results and disclosure of research materials.
Note the following concepts when preparing your assessment:
- The identification of threats has to include both internal and external sources of threats. Threats may be the result of intentional or unintentional actions. They may be caused by human action or occur for non-human reasons, such as information system malfunctions.
Examples of threats: • disclosure of data to the wrong person • a cyber attack causing downtime in the information system in use • faults or defects in hardware or information systems • fires, floods and power outages • data breaches and other data security violations • a data subject’s request received by the wrong party
Examples of threats to research projects: • a researcher working for the research project reveals their username and password to a third party by mistake, for example because of phishing • the research subjects are informed about the research results by email in a way that accidentally enables them to see each other’s email-adresses or messages • the researcher mistakenly displays identifiable data to a colleague in a seminar presentation • the pseudonymisation of the research data is reversed for another reason • too many people accidentally have access rights to an electronic survey report • the research data is erased or published by mistake or intentionally • the research data becomes inaccessible • a researcher working for the research project takes/transfers the research data beyond the reach of others, for example due to personal conflicts • an application that is not sufficiently secure is used for research or for transmitting materials • the researchers have not noticed that data have been transferred outside the EU/EEA (e.g. if a researcher by mistake uses cloud services on their laptop) • the processing of personal data is not transparent, predictable and understandable from the data subject’s perspective • personal data are used for other than the planned or lawful purposes
The impacts of the processing of personal data on the rights and freedoms of the research subjects may include effects on their data protection and privacy. They may also include broader effects on their freedom of expression, freedom of thought, information autonomy, equality, freedom of movement and freedom of conscience and religion. Threats may have physical, material or immaterial consequences – for example, data leakages may cause anxiety. Other effects to consider include an increased risk of identity theft and reputational risks. In addition, if the protection of personal data processed for research purposes is compromised, potential consequences include psychological damage, risks to or breaking of family ties, criminal penalties, blackmail, online bullying and harassment.
Additional examples are available in an impact assessment tool provided by the Office of the Data Protection Ombudsman (an XLSX file, available only in Finnish at the bottom of the Finnish version of this page: Impact assessment | Office of the Data Protection Ombudsman).
	At the least, describe any risks/threats to the rights and freedoms of the research subjects, the damage that may be caused to them and other impacts on them. Assess the severity of each risk. Assess the likelihood of the risk or the impact. 

You may also assess the potential risks to and impacts on the research project or the university.
(Ethical review application form, question 39)

	DESCRIPTION OF RISK/THREAT
	IMPACTS ON THE DATA SUBJECT
	SEVERITY OF THE RISK/IMPACT (minor, moderate, significant, critical)
	LIKELIHOOD OF THE RISK/IMPACT (unlikely, possible, likely, almost inevitable)

	
	
	|_| 5 - Critical
|_| 4 - Significant
|_| 3 - Moderate 
|_| 2 - Minor
|_| 1 - Not assessed
	|_| 5 - Almost inevitable
|_| 4 - Likely
|_| 3 - Possible
|_| 2 - Unlikely
|_| 1 - Not assessed

	
	
	|_| 5 - Critical
|_| 4 - Significant
|_| 3 - Moderate 
|_| 2 - Minor
|_| 1 - Not assessed
	|_| 5 - Almost inevitable
|_| 4 - Likely
|_| 3 - Possible
|_| 2 - Unlikely
|_| 1 - Not assessed

	
	
	|_| 5 - Critical
|_| 4 - Significant
|_| 3 - Moderate 
|_| 2 - Minor
|_| 1 - Not assessed
	|_| 5 - Almost inevitable
|_| 4 - Likely
|_| 3 - Possible
|_| 2 - Unlikely
|_| 1 - Not assessed

	
	
	|_| 5 - Critical
|_| 4 - Significant
|_| 3 - Moderate 
|_| 2 - Minor
|_| 1 - Not assessed
	|_| 5 - Almost inevitable
|_| 4 - Likely
|_| 3 - Possible
|_| 2 - Unlikely
|_| 1 - Not assessed



8. Identify and describe technical and organisational measures to mitigate and manage risks
	Describe the measures that will be taken to mitigate and manage each risk. Consider actions related to the implementation of the research project that will increase confidence in the proper and lawful processing of personal data. Such measures are often divided into technical and organisational measures. (Ethical review application form, questions 32 and 40)

Examples of technical measures:
· the tools/services/information systems used for research are provided by the university and they have passed an information security check
· interfaces, user interfaces, servers and licensing etc. have been taken into account in the planning of the technical implementation
· data access logs or other reporting
· access control and access restrictions (Ethical review application form, question 33)
· encryption of data when transferring data

Examples of measures related to research materials: 
· pseudonymisation and anonymisation as soon as the research process permits
· minimisation of personal data
· deletion of data at end of its storage period

Examples of organisational measures: 
· clear responsibilities and roles among the researchers and the stakeholders of the research project
· competence: data protection and information management training for all individuals processing personal data; the involvement IT/information security professionals in the planning or implementation of the project
· knowledge about partners and conformity checks
· agreements and commitments requiring that personal data be processed lawfully
· guidelines: the identification of and compliance with the relevant guidelines of the university and the data protection authority; the guidelines and principles drawn up in the research project or research field
· audits, (ethical) evaluations


	RISK MITIGATION MEASURE
	Schedule and party responsible
	What risk(s) does this measure mitigate? (You may number the risks for ease of reference.)
	Residual risk after the measure has been taken

	
	
	
	|_| 5 - Critical
|_| 4 - Noteworthy
|_| 3 - Limited 
|_| 2 - Minor
|_| 1 - Not assessed

	
	
	
	|_| 5 - Critical
|_| 4 - Noteworthy
|_| 3 - Limited 
|_| 2 - Minor
|_| 1 - Not assessed

	
	
	
	|_| 5 - Critical
|_| 4 - Noteworthy
|_| 3 - Limited 
|_| 2 - Minor
|_| 1 - Not assessed



9. Approval and outcome 
	Fill in, for approval, a brief summary of the impacts on the data subjects and an assessment of the proportionality of the processing in relation to the objectives of the processing.

	




	Guidance of the data protection officer and its documentation: When carrying out a DPIA, the controller is required to seek guidance from the data protection officer. To request guidance, email a completed DPIA form, your research plan and a potential data/material management plan in good time to the data protection officer at dpo@aalto.fi. The guidance will ensure, at least, that an appropriate legal basis has been selected for the processing of personal data and that the necessary additional measures to manage the risks are taken. The guidance you receive may be directly reflected in the contents of the DPIA itself. Alternatively, you can make a note of it here. Fill in at least the date on which you receive guidance from the data protection officer and the manner it is given to you (meeting, written instructions). If you cannot take the guidance of the data protection officer into account, explain the grounds for rejecting it here. 

	




	Approval of the Data Protection Impact Assessment: Fill in the name(s) of the person(s) who approved of the residual risks and risk mitigation measures. Also fill in the date of approval. (Date, role and name; in a research project the approval is usually given by the principal investigator.) 

To be approved by the controller: 
- the DPIA
- the risks and levels of severity identified in the DPIA
- the corrective actions selected

The person giving the approval may fill in their observations on the DPIA in the field below. 

	




	Enter the date of and the person responsible for a review or a planned update of the DPIA:
The DPIA has to be updated whenever the operating environment, legislation and risks change, for example when certain new functions affecting or related to the processing of personal data are introduced. If personal data will be processed either for a longer time or continuously, you have to set a DPIA review date. It is also advisable to regularly assess the need to update the DPIA, for example every two years.

	





INSTRUCTIONS:
You may make the DPIA publicly available if this will build trust in the research project. Note that you may also make the DPIA partially available to the general public to ensure that data protection or the intellectual property rights and business secrets associated with the research project will not be compromised. You may also keep the DPIA secret. In this case, refer to ‘section 24(1)(7) of the Act on the Openness of Government Activities (621/1999)’ as the grounds for secrecy. You may inform the data subjects of the fact that a DPIA has been carried out by mentioning it in the privacy notice. 
The data controller of the research project is responsible for the storage of the DPIA. Data protection documentation shall be stored in the same place as the information security documentation of the research project. Information security has to be taken into account in the storage of the DPIA.
Prior consultation: If, despite the implementation of additional measures, the risk remains high, you have to request prior consultation with the data protection authority before the processing of personal data begins. The controller is responsible for initiating the prior consultation procedure, and the request for prior consultation is always made in cooperation with the university data protection officer. Prior consultation should be requested, for example, if data subjects may suffer significant or even irreversible consequences that they may be unable to prevent (e.g. unlawful access to data leading to a threat to their life, or to dismissal or personal financial risks) and/or if the appearance of risks seems obvious (e.g. when it is not possible to reduce the number of persons who have access to the data due to the manner in which the data are shared, used or disseminated, or when a known vulnerability cannot be fixed).
In the case of scientific research, the DPIA shall be submitted to the Data Protection Ombudsman for information before the processing of personal data begins, even if you plan to derogate from the rights of the data subjects and process specific categories of personal data (sensitive data). Always contact the university data protection officer before sending a DPIA to the Data Protection Ombudsman.
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