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How to improve security mechanisms with
implicit information

Title of the dissertation Security from Implicit Information

Contents of the dissertation This dissertation leveraged implicit information extracted from sensor data to
address existing issues of conventional security mechanisms. It designed and
implemented: continuous on-body device pairing, collaborative inference over
wireless signals, user authentication with transient image-based passwords, and
device-to-device communication based on vocal commands.

We witness the increasing popularity of smart devices equipped with built-in
sensors. We leveraged the movement of human body, including locomotion
activities and subtle motion caused by the heart, to design secure pairing protocols
for these devices. To aggregate data from the smart devices, the superimposition of
wireless signals was utilized to implement an implicit data perturbation. Based on
that, an optimization algorithm was designed to train a classification model
distributed across resource-constrained devices.

Smart devices frequently interact with human. We proposed novel mechanisms to
let them authenticate their legitimate users and establish the secure connection to
each other. We analyzed the video captured by wearable cameras to generate
always-fresh and personalized authentication challenges. Our method released
users from the burden of changing passwords regularly, as well as preventing
shoulder-surfing and smudge attacks. We introduced and evaluated a system that
analyzed vocal commands and ambient sounds to initiate the secure
communication between smart devices. Our approach was a natural and secure
mechanism to connect personal devices and shared appliances.
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